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AbstrAct
This article provides a comprehensive overview 

on jamming strategies in the physical layer for 
securing wireless communications. As a comple-
ment to traditional cryptography-based approach-
es, physical layer based security provisioning 
techniques offer a number of promising features 
that have not been previously available. Among 
the physical layer security techniques, jamming is 
an effective way to degrade the channel quality of 
the eavesdroppers for ensuring security. We start 
by giving a brief introduction to the fundamental 
principles of physical layer security and jamming. 
Then we classify jamming strategies from three 
different perspectives and explain the major relat-
ed designs in various scenarios. Finally, we discuss 
the open issues of jamming that can be helpful to 
foster future research.

IntroductIon
The world is rapidly moving to mobile computing, 
i.e., people use various wireless devices such as 
smartphones to access information at anytime and 
from anywhere. Due to the broadcast nature of 
wireless communications, it is difficult to prevent 
the transmitted signals from being intercepted by 
unauthorized receivers (e.g., an eavesdropper). If 
the quality of the received signals is beyond a cer-
tain threshold, unauthorized receivers, regardless 
of their locations, can decode these signals and 
extract sensitive information. These characteristics 
make security provisioning a challenging issue in 
wireless networks.

To address the pressing security needs, 
many works have been done in the literature. 
These works mainly employ cryptographic 
techniques at the upper layers of the network 
stack so as to conceal information. Howev-
er, cryptographic techniques cannot meet the 
security needs of all network scenarios. For 
instance, in a body area network consisting of 
resource-limited sensors, cryptographic tech-
niques may not fit the stringent constraints 
in terms of computational power, memory, 
and communication rates. Furthermore, cryp-
tographic techniques may not be able to suf-
ficiently protect the transmitted signals from 
eavesdroppers when brute-force attacks can 
be mounted. As a result, an alternative solu-
tion is desirable in these scenarios.

Recently, physical layer based measures 
emerge as an attractive solution because they 
exploit the channel characteristics to enforce 

security; that is, the inherent randomness of noise 
and communication channels are used to limit the 
amount of information that can be extracted by 
unauthorized receivers. There have been a num-
ber of studies with various proposed techniques, 
among which jamming is an effective approach 
with great potential. Traditionally, jamming is 
regarded as a procedure that generates undesired 
interference to thwart normal communications [1, 
2]. However, it can be beneficial when used in 
a proper way, that is, jamming at the eavesdrop-
pers with an appropriate strategy. Specifically, a 
jamming strategy regulates how to transmit an 
artificial noise signal to eavesdroppers so as to 
effectively degrade their channel qualities from 
correct reception.

In this article, we first summarize the existing 
mainstream jamming strategies and categorize 
them from the following three different technical 
perspectives: 
• Nonself-cooperative jamming vs. self-coopera-

tive jamming.
• Jamming with perfect or imperfect channel 

state information (CSI) of the eavesdropper.
• Uniform jamming vs. directional jamming.

Note that a jamming strategy may adopt one 
or multiple techniques from these categories. We 
next discuss the security performance of each cat-
egory, and exemplify the jamming design issues 
under two scenarios: a simple network and a 
complicated multiple-input and multiple-output 
(MIMO) network. Lastly, we discuss a few open 
research issues so as to further enhance achiev-
able security considering novel techniques and 
new perspectives.

The rest of the article is organized as follows. 
We lay out the theoretical foundations of phys-
ical layer security and jamming in the following 
section. Then we present the classifications of 
jamming strategies and discuss the performance 
issues of different jamming approaches. Two 
example jamming strategies employed in different 
network scenarios are then detailed. We discuss a 
few open research issues and conclude the article 
in the final two sections, respectively.

bAckground
In this section, we give a brief introduction to the 
theoretical foundations of physical layer security 
and jamming. We start by introducing Wyner’s 
wiretap channel model, which serves as the foun-
dation of most existing studies on physical layer 
based security techniques. Then, we outline the 
underlying theory for jamming strategies.
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ACCEPTED FROM OPEN CALL Wyner’s WIretAp chAnnel Model

Consider a wireless network shown in Fig. 1, in 
which Alice sends a message M to Bob. The mes-
sage M is coded into signal X before transmission. 
After transmission, Bob receives a signal Y, and 
the eavesdropper Eve receives a signal Z through 
the wiretap channel. This is the classic Wyner’s 
wiretap channel model. Wyner proved that if the 
quality of the wiretap channel is worse than that 
of the legitimate channel, the legitimate transmit-
ter and receiver can achieve perfect secrecy by 
channel coding. Perfect secrecy means that the 
receiver can decode the received signal Y with 
negligible errors, but the eavesdropper cannot get 
any information from Z. It is defined as follows:

I(Z;M) = H(M) – H(M|Z) = 0,  (1)

where I(Z;M) denotes the mutual information 
between Z and M, and H(M) and H(M|Z) denote 
the information entropy of M and the condi-
tional information entropy of M after receiving 
Z, respectively. Here H(M|Z) is also called the 
equivocation of the eavesdropper.

Under this assumption, Wyner gave the defi-
nition of secrecy capacity Cs, which is defined as 
the difference between the mutual information of 
the legitimate channel and the wiretap channel:

Cs = max[I(X;Y) – I(X;Z)],  (2)

where Cs denotes the secrecy capacity of the 
channel between Alice and Bob, and I(X;Y) and 
I(X;Z), respectively, denote the mutual informa-
tion of the channels between Alice and Bob and 
between Alice and Eve. Secrecy capacity is the 
maximum achievable rate between the legiti-
mate transmitter and receiver that can guaran-
tee perfect secrecy. It gives the upper bound of 
the transmission rate subject to constraints of 
unauthorized users. Many existing works consid-
er secrecy capacity as a performance metric. For 
example, Wang et al. proposed and implement-
ed a practical opportunistic secret communica-
tion system over the wireless wiretap channel [3]. 
Additionally, bit error rate (BER), signal-to-interfer-
ence-plus-noise ratio (SINR), ergodic secrecy rate 
(ESR), and secrecy outage probability (SOP), are 
also performance metrics that have been adopted.

JAMMIng bAsIcs
Jamming has traditionally been considered as an 
unfavorable factor in wireless communications. Inter-
ference caused by jamming can overlap with the 
transmitted signal, and thus negatively impact the 
decoding process at the receiver. However, when 
jamming (e.g., an artificial noise signal) is targeted at 
an eavesdropper, it can degrade the channel quality 
of the eavesdropper. Subsequently, according to 
the aforementioned wiretap channel model, per-
fect secrecy may be achieved if the eavesdropper’s 
channel condition is degraded to a certain level (i.e., 
worse than that of the legitimate receiver).

Hence, jamming can be a practical physical layer 
based security measure, especially when the trans-
mitted information needs to be protected from pas-
sive eavesdroppers whose locations are unknown. 
The idea was first introduced by Negi and Goel [4], 
where jamming strategies were investigated for two 

different network scenarios. Since then, a number 
of studies on jamming strategies have been per-
formed. After an extensive review of these existing 
studies, we find that the following three factors can 
influence the design of jamming strategies: whether 
jammers are nonself-cooperative or self-cooperative, 
whether the eavesdropper’s CSI is perfectly known 
to the legitimate transmitter, and whether the jam-
ming matrix is designed to be uniform or direction-
al. Thus, we classify jamming strategies from these 
three aspects, and elaborate on the classification in 
the next section.

JAMMIng strAtegIes
In this section, we introduce our classification of 
the existing mainsteam jamming strategies, and 
compare the performance of a few typical jam-
ming schemes.

nonself-cooperAtIve vs. self-cooperAtIve
Nonself-cooperative jamming refers to the scenario 
where there is one or more legitimate users in the 
network besides Alice and Bob. These users can 
function as helpers to send artificial noise signals to 
degrade the channel quality of the eavesdropper, as 
shown in Fig. 2a. The pioneering work from Negi et 
al. proposed a two-stage protocol to achieve non-
self-cooperative jamming. Based on this study, a few 
early investigations were carried out focusing on the 
design of nonself-cooperative jamming processes, 
artificial noise generation, and performance analyses. 
After that, a number of schemes that prioritize differ-
ent goals were proposed. Some of them consider 
selecting optimal jammers with the least redundancy 
so as to achieve more effective jamming with lower 
overhead, while some others focus on lowering the 
complexity of power allocation. Recently, Wang et 
al. [5] proposed an opportunistic jammer selection 
scheme that prefers to select helpers whose channels 
are nearly orthogonal to the legitimate user’s chan-
nel as the jammers. This scheme simplifies the signal 
coordinations among multiple jammers.

FIGURE 1. The wiretap channel of Wyner.
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FIGURE 2. Non-self-cooperative vs. self-cooperative: a) non-self-cooperative 
jamming; b) self-cooperative jamming.
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When there are relays in the network, the 
design of jamming strategies becomes more com-
plicated. If the relay is trusted, it can act as an 
ordinary helper and can be chosen as a jammer. 
In contrast, if the relay is not trustable, it needs 
to be treated as an eavesdropper. As a result, the 
receiver needs to help jam the relay when the legit-
imate signal is transmitted over the air. An example 
relay-jammer selection scheme was proposed in 
[6], in which the relay and jammers are selected 
from multiple friendly intermediate nodes with the 
objective of optimizing the security performance.

In self-cooperative jamming, there is no poten-
tial helper in the network. Instead, Alice or Bob 
may utilize multiple antennas to transmit artificial 
noise signals, as shown in Fig. 2b. Studies in self-co-
operative jamming mostly focus on antenna allo-
cation and the design of jamming matrices. For 
the antenna allocation problem, it is important to 
strike a balance between the transmit power and 
the number of spatial dimensions available for jam-
ming. A modified water-filling algorithm was pro-
posed in [7] to address this problem. The designs 
of jamming matrices are often combined with 
beamforming and pre-coding techniques so as to 
degrade the channel quality of the eavesdropper 
more effectively. For instance, Lin et al. [8] pro-
posed a generalized artificial noise scheme com-
bined with beamforming for a multiple input, single 
output, single-antenna eavesdropper (MISOSE) 
network. This scheme can expand the region with 
non-zero secrecy rate, and improve the connec-
tivity of the network. When it comes to a network 
with relay, the considerations are similar to those in 
the nonself-cooperative jamming case.

unIforM vs. dIrectIonAl
Uniform jamming means that the transmitter-re-
ceiver pair and/or the helpers are equipped with 
omnidirectional antennas. This strategy is general-
ly used when eavesdroppers are passive, as shown 

in Fig. 3a. To avoid interfering with the legitimate 
channel, jamming matrices are often designed in 
the null space of the legitimate channel. A num-
ber of jamming schemes follow this principle. For 
example, Liao et al. [9] proposed a design of arti-
ficial noise combined with beamforming, where 
the artificial noise covariance matrix is in the left 
null space of the legitimate channel. This scheme 
optimizes the matrix by minimizing the total trans-
mit power subject to target SINR constraints on 
the receiver and eavesdroppers, and it achieves 
better security performance than the one that sim-
ply allocates the artificial noise covariance matrix 
in the left null space of the legitimate channel. In 
addition, a generalized artificial noise scheme was 
proposed for a MISOSE network in [8]. Although 
the proposed scheme may cause leakage of arti-
ficial noise at the legitimate receiver, the security 
performance can still be improved because the 
covariance matrix of the artificial noise is more flex-
ible than the one selected by Negi and Goel [4].

In directional jamming, artificial noise signals 
are sent to a specific direction, as shown in Fig. 3b. 
Obviously, it is more effective compared to uniform 
jamming. When the location of the eavesdropper 
is known to the transmitter, directional jamming is 
more effective and practical. Liu et al. [6] and Wang 
et al. [10] independently proposed a directional 
jamming design, where suitable jammers that can 
degrade the quality of the eavesdropper’s channel 
to the largest degree are selected based on Eve’s 
CSI. However, when Eve’s CSI is unavailable to the 
transmitter, directional jamming can be a challenge. 
One possible approach is to concentrate the artifi-
cial noise signal on the directions with a higher risk 
of information leakage. Another possible approach 
is to analytically define a suspicious area (where 
eavesdroppers could reside) based on the available 
information of the geometric locations (described 
by both the angle of arrival and the distance to the 
transmitter) of the legitimate receivers and eaves-
droppers. Hence, jamming signals can be sent spe-
cifically to the suspicious area [11].

perfect vs. IMperfect eve’s csI
The channel state information of an eavesdropper 
is an important factor in jamming strategy design. 
When Eve’s CSI is known to the legitimate users, 
which indicates that the location of the eavesdrop-
per is known, the jammer can perform targeted 
jamming. In this case, an optimized power alloca-
tion can be achieved. An example work of utiliz-
ing the knowledge of Eve’s CSI to design jammer 
selection and power allocation schemes appeared 
in [10]. Because Eve’s CSI is known, the security 
performance metric can be deduced into a con-
vex optimization problem, which is solvable. With 
perfect Eve’s CSI, security performance is usually 
high because jamming can be more targeted. On 
the other hand, with partial or unknown Eve’s CSI, 
security performance is medium or low because 
jamming can become less effective (Fig. 4).

On the other hand, the information of Eve’s CSI 
is typically incomplete in practice. With this limita-
tion, target jamming and performance optimization 
are more difficult to achieve. A general approach 
is to guarantee the robust security performance in 
the worst case, and design a suboptimal algorithm. 
For example, Li et al. [12] considered the worst-
case robust secrecy rate maximization problem with 

FIGURE 3. Uniform vs. directional: a) uniform jamming; b) directional jamming.
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incomplete Eve’s CSI, and proposed a suboptimal 
but secure solution to an outage-constrained robust 
secrecy rate maximization problem. When jointly 
considering power allocation, many works tended 
to first allocate enough resources to guarantee a 
certain quality of service (QoS) of the legitimate 
channel, and then use the remaining resources to 
jam the eavesdropper. There are various methods 
to deal with such cases. For instance, a modified 
water-filling algorithm was adopted in [7] to balance 
the required transmit power with the available num-
ber of spatial dimensions. This algorithm increases 
the number of spatial channels available for jam-
ming, and thus leads to a significant increase in 
secrecy capacity. Huang et al. [13] adopted a similar 
approach to minimize the total transmit power and 
designed a power allocation scheme for jammers.

suMMAry And reMArks
In this subsection, we compare a few typical 
schemes and provide a comprehensive perfor-
mance analysis in terms of required information, 
application network scenarios, and security per-
formance. The results are presented in Table 1.

A nonself-cooperative jamming design depends 
on whether there exist friendly helpers in the net-
work, while a self-cooperative jamming design 
depends on whether the transmitter or the receiver 
has multiple antennas. A directional jamming design 
is adopted when Eve’s CSI is known to the transmit-
ter, while a uniform jamming design is employed 
when Eve’s CSI is imperfect to the transmitter. 
Whether or not Eve’s CSI is known to the transmit-
ter influences the design of the optimal algorithm 
for jamming matrix determination and/or optimal 
power allocation. On the other hand, the trustwor-
thiness of a relay affects whether or not legitimate 
users see it as an eavesdropper. Additionally, com-
putational complexity needs to be considered in 
the jamming design. For a simple network model, 
computational complexity is relatively low (e.g., [6]), 

while for a complicated network such as a massive 
MIMO network, computational complexity can be 
high. Lastly, it can be seen in Table 1 that a jamming 
strategy can adopt one or multiple techniques. For 
example, a nonself-cooperative jamming scheme 
can also be directional.

exAMple JAMMIng strAtegy desIgns
In this section, we present two examples to 
demonstrate important jamming design consider-
ations under different network scenarios.

sIMple hybrId netWork
We start with the design of nonself-cooperative jam-
ming in a simple hybrid network, which is a single 
antenna relay network where Eve’s CSI is known 
to all the legitimate nodes. This network model is 
adopted from [6], where a jamming scheme was 
proposed for a cooperative wireless network that 
includes a source (S), a destination (D), an eaves-
dropper (E), and a set of friendly helpers, as shown 
in Fig. 5. It is assumed that the source needs a relay 
to complete its transmission, the eavesdropper is 
passive, each node has a single omnidirectional 
antenna, and global CSI information is available, 
including the eavesdropper’s CSI. Since each node 
has only one single antenna, the jamming signal is 
easy to design and generate, for example, Gaussian 
noise can be sufficient. Additionally, because the 
CSI information of the eavesdropper is known, it is 
possible to perform targeted jamming toward the 
eavesdropper. Therefore the main goal of the jam-
ming scheme design is to choose the optimal relay 
and jammers based on the global CSI.

For instance, the scheme proposed in [6] splits 
the communication process into two phases. In the 
first phase, S transmits a weighted combination of 
the information signal and the jamming signal to 
the selected relay R. At the same time, the selected 
jammer J1 cooperates with S to transmit a jamming 
signal to E. In the second phase, R, using the same 

TABLE 1. Performance comparison among jamming schemes.

Scheme Type Required information
Application 

network
Criterion

Security 
performance

Complexity

[5]
Nonself-cooperative, 

directional
Perfect Eve’s CSI

SISOSE, trusted 
relay

Secrecy rate High Low

[10]
Nonself-cooperative, 

directional
Perfect Eve’s CSI SISOME Secrecy rate High Medium

[13]
Nonself-cooperative, 

uniform
Imperfect Eve’s CSI 

(unknown)
MIMO, trusted 

relay
Secrecy rate Medium Medium

[9]
Self-cooperative, 

uniform
Perfect Eve’s CSI MISOME SINR High Medium

[7]
Self-cooperative, 

uniform
Imperfect Eve’s CSI

(partial)
MISOSE Secrecy rate Medium Medium

[6]
Self-cooperative, 

uniform
Imperfect Eve’s CSI 

(unknown)
MIMO Secrecy rate Low Medium

[8]
Self-cooperative, 

directional
Perfect Eve’s CSI

MIMO, untrusted 
relay

ESR High Medium

[11]
Self-cooperative, 

directional
Imperfect Eve’s CSI 

(unknown)
Massive MIMO SOP High High

A nonself-coopera-
tive jamming design 

depends on whether 
there exist friendly 

helpers in the network, 
while a self-coopera-
tive jamming design 

depends on whether 
the transmitter or the 
receiver has multiple 

antennas. A direction-
al jamming design is 
adopted when Eve’s 
CSI is known to the 

transmitter, while a uni-
form jamming design is 
employed when Eve’s 

CSI is imperfect to the 
transmitter.
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codebook as S, forwards the data along with the 
jamming signal to D, while the selected jammer J2 
cooperates with R to transmit a jamming signal to 
E. The optimal R is selected first and then the two 
jammers are selected. The rationale to choose R 
is that the ratio of the legitimate channel state to 
the wiretap channel state is at the maximum while 
the rationale to choose J1 and J2 is that they can 
degrade the channel of E the most.

coMplIcAted hybrId netWork
We now move to a complicated scenario of a 
massive MIMO network. An example work for this 
type of network (Fig. 6) appeared in [11], where 
a directional jamming scheme was proposed with 
the constraint of imperfect global CSI. The pro-
posed scheme assumes that the eavesdroppers 
are equipped with a large antenna array and are 
randomly deployed around a legitimate trans-
mitter. It further assumes that all channels follow 
Rician distributions. The SOP was derived based 
on the combination of a suspicious area (where 
the eavesdroppers could reside) and its associat-
ed secrecy outage region (SOR). The smaller the 
SOP is, the better security performance can be. 
This work states that even without knowing the sus-
picious area, jamming toward different directions 
also needs to be treated differently. Based on the 
analysis in [11], one can see that eavesdroppers 
from different directions (i.e., within different side 
lobes) can have different impacts on secrecy out-
age, and jamming should be performed mainly in 
the two dominating directions in the neighborhood 
of the line-of-sight (LOS) angle of the receiver. Last-
ly, the above analysis was extended to multiuser 
and multi-cell scenarios in [11].

open reseArch Issues
In this section, we discuss a few interesting open 
research issues in jamming design with consideration 
of novel technical approaches and perspectives.

gAMe theory
Game theory studies the interactions between var-
ious competing agents, which can be employed 
to make optimal decisions. The core concept of 
game theory is to model agents as rational enti-
ties whose focus is to maximize their individual 
gains or payoff functions. From the perspective of 
physical layer security, users in the network can be 
seen as rational agents. The interactions between 
legitimate users and eavesdroppers can be mod-
eled by exploiting the properties of game theory. 
Thus, there have appeared a number of studies 
that exploit game theory in jamming schemes. 
For example, a jamming scheme that models 
the interactions between the transmitter and the 
eavesdropper as a two-person zero-sum game was 
proposed in [14], assuming self-cooperative and 
uniform jamming, and imperfect Eve’s CSI. This 
work revealed how the transmitter can adjust the 
jamming scheme according to the eavesdropper’s 
behavior. As claimed by [14], game theory can be 
a new perspective and a useful tool to facilitate the 
designs of novel jamming strategies. The challeng-
es may lie in the choice of a suitable game model 
and the analysis of the Nash equilibrium.

energy hArvestIng
Energy harvesting is not a jamming technique; 
rather, it is a method to improve the efficiency 
of energy utilization. The incorporation of energy 
harvesting into a jamming scheme can help make 
the jamming scheme more practical and attractive 
in real world applications. An example of such 
a combined design was reported in [15], where 
a jamming scheme with energy harvesting was 
proposed for a multi-antenna cooperative cog-
nitive radio network. This scheme assumes non-
self-cooperative and uniform jamming, imperfect 
Eve’s CSI, and relay-jamming. It employs certain 
secondary users as helpers to harvest energy. The 
harvested energy is used by the helpers to gener-
ate the artificial noise signal to jam the eavesdrop-
per. This example indicates that the exploitation 
of energy harvesting introduces more available 
resources for jamming, and thus provides an 
opportunity for the system to obtain better secu-
rity performance. Future studies in this area may 
need to consider how to generate sufficient har-
vesting energy to support continuous jamming.

pArtIAl JAMMIng
Partial jamming represents a novel perspective 
of jamming design. For all the jamming strategies 
summarized above, jammers perform jamming in 
the entire communication process. Nonetheless, 
it may be possible to design a partial jamming 
mechanism that is effective enough to achieve the 
same level of security performance. Intuitively, a 
receiver may not acquire the transmitted informa-
tion by just decoding a partial signal, because an 
eavesdropper needs to receive the entire signal to 
decode and obtain the information. Based on this 
idea, it makes sense for a friendly jammer to send 
interference signals in certain slots to prevent the 
eavesdroppers from receiving a complete signal. 
Partial jamming can be very beneficial in a power 
constraint system. To design a partial jamming 
strategy, we need to consider challenges such as 
when to jam, how many signals to send, how to 
deal with the eavesdroppers’ diversity reception 

FIGURE 5. The system model in [6]: a) phase 1; b) 9hase 2.
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(because they can combine the pieces of received 
signals via various transmission paths), the poten-
tial impacts on the cooperative jamming, and the 
possible influences on the legitimate receivers.

JAMMIng In MAssIve MIMo netWorks
Massive MIMO networking was proposed to meet 
the increasing demand of wireless data services. It 
exploits an enormous number of antennas at the 
base station with simple signal processing to serve 
a comparatively small number of users. As a prom-
ising technique for future communication systems, 
it has become a hot research area in recent years. 
Massive MIMO technology brings new challenges 
to jamming design. First, as the number of anten-
nas grows, transmitting artificial noise signals in the 
spatial null space of the legitimate channel may not 
be practical since the computational complexity 
of the null space is extremely high for the large-di-
mensional channel matrix. Second, random and 
independent artificial noise may be averaged out 
because of the availability of the enormous num-
ber of antennas, which can make uniform jamming 
less efficient. Lastly, pilot contamination can neg-
atively affect the channel estimation result, which 
may lead to improper jamming matrix generation 
and downgraded security performance. Therefore, 
new jamming schemes for Massive MIMO net-
works need to address these challenges.

conclusIon
In this article, we have investigated the jamming 
strategies applied in physical layer security. We 
first introduced the basic theories and then pro-
vided a literature overview on the existing jam-
ming strategies. We made a classification from 
three different perspectives and exemplified some 
jamming strategy designs in hybrid wireless net-
works. Finally, we discussed a few open research 
issues on related techniques, addressing new per-
spectives, opportunities, and challenges of the 
jamming strategy design.
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Partial jamming can 
be very beneficial in a 
power constraint sys-

tem. To design a partial 
jamming strategy, we 

need to consider chal-
lenges such as when to 
jam, how many signals 

to send, how to deal 
with the eavesdroppers’ 
diversity reception, the 

potential impacts on 
the cooperative jam-

ming, and the possible 
influences on the legiti-

mate receivers.


