
China Communications • February 2015107

licious host group. The botmaster can easily 
change the load of the bot nodes with the sec-
ondary injection, so as to easily launch various 
malicious activities, such as DDoS, spamming 
and so on. The new P2P botnet achieves its 
Command and Control (C&C) mechanism 
by adopting the decentralized structure of 
P2P network, and there is no control center 
in the decentralized structure, and every peer 
serves as both client and server, which made 
it influence less by single-point (server) fail-
ure. The remaining bot nodes are still able to 
launch attacks effectively with the help of P2P 
network, while a certain number of bot nodes 
are excluded. Storm is a representative type 
of P2P botnet, which uses the Overnet/eDon-
key network to build and maintain the C&C 
mechanism [1].The decentralized structure of 
botnet is the evolution trend of botnet, and the 
detection method of it has become the burning 
focus of the network security research.

Based on the analysis of the life cycle 
process and the characteristics of Storm, a 
novel real-time detection method based on 
the fractal theory and the information fusion 
theory is proposed, which is named as DM-
FIF. It regards network flow as the signal, and 
focus on the intrinsic characteristics of net-
work, and synthetically takes into account the 
macroscopic characteristics of network traffic 
under the different time scales with the fractal 
theory, including the self-similarity and the 
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I. INTRODUCTION

The botnet, mainly formed by compromised 
machines which are infected by various ways 
such as worms and Trojans, is a type of ma-
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the spatial-temporal correlation in suspicious 
botnet traffic after a large amount of non-ma-
licious traffic is filtered with a payload feature 
exaction method.

Qiao Yong et al.[7] proposed a P2P botnet 
detection model based on mining and evalu-
ating the periodic patterns to identify the P2P 
bots traffic, considering that P2P bots period-
ically send requests to update the peer lists or 
receive commands from the botmaster in the 
process of C&C.

Zang Tianning et al.[8] presented an ap-
proach for analyzing the relationship among 
botnets. It extracts some botnet communica-
tion characteristics, including the amount of 
data flows, the number of packets per data 
flow, the payload of communication and data 
packets, and it deals with them with the cloud 
model and the statistical similarity functions. 
The experiments show that the presented 
method is valid and efficient, even in the case 
of encrypted botnet communication messages.

In the area of the collaborative botnet 
detection model, Wang Hailong et al.[9] 
proposed a hierarchical collaborative model, 
which shares information and cooperates in 
the three levels of information, characteristic, 
and decision-making. Zang Tianning et al.[10] 
presented a Coordinative Running Model 
based on Universal Turing Machine, which is 
able to analyze the potential relationships ex-
isting among network security incidents which 
occurrs at different positions and time. On the 
basis of the model, a Collaborative Running 
System is implemented, and has been used in 
botnet tracking, correlation analysis for alerts 
of DDoS and relationship analysis between 
DDoS source and botnet.

Zhuge Jianwei et al.[11,12] and Wang Tian-
zuo et al.[13] presented the evolution process, 
concept, functional structure and execution 
mechanism of botnet, analyzed the evolving 
of botnet’s propagation, attack and the C&C 
mechanism, and summarized the recent ad-
vances of botnet research, including botnet 
monitoring, infiltration, analysis of botnet 
characteristics, detection, disruption and so 
on. At last the paper discussed the limitation 

local singularity, which don’t vary with the to-
pology structures, the protocols and the attack 
types of P2P botnet. Firstly, the self-similarity 
and the local singularity are used to describe 
accurately the characteristics of network traf-
fic, and two detection results are acquired by 
using the nonparametric CUSUM algorithm 
to detect the traffic abnormalities of the above 
characteristics, and the final detection result 
is acquired by fusing the above two detection 
results with the Dempster-Shafer evidence the-
ory. Moreover, DMFIF uses the characteristics 
of the TCP flow to weaken the side effect on 
detecting P2P botnet which web application 
programs generated in some degree, especially 
the application programs based on P2P proto-
cols. The experiments show that the method 
was able to detect the new P2P botnet with a 
higher degree of precision.

II. RELATED WORK

Currently, the studies related to the detection 
and analysis of P2P botnet are as follows.

Sarat et al.[2] analyzed the life cycle pro-
cess of Storm and the abnormal characteris-
tics, such as that the distribution of peer IDs of 
Storm is irregular and there are some unreach-
able IPs. And it serves as a solid foundation 
for further studies.

Steggink et al.[3] analyzed the mechanism 
that how the botnets evade the detection meth-
ods, and found some unique characteristics of 
Storm, and proposed a method based on the 
characteristics of the network flow, such as the 
specific length of the IP packet.

Porras et al.[4] proposed a penetrating 
analysis on the logic of Storm, and proposed 
a dialog-based detecting method, which deals 
with the dialog in the pattern matching theory 
to detect P2P botnet.

Holz et al.[5] found a method to miti-
gate the botnet, which is to infiltrate into the 
Overnet network as a peer and publish some 
fake keys to reroute or disturb the communica-
tion traffic between bot nodes.

Chen Wei et al.[6] proposed a method to 
detect the encrypted botnet traffic, which uses 

This paper proposed a 
novel real-time detec-
tion method (DMFIF) 
based on fractal and 
information fusion. It 
focuses on the intrin-
sic macroscopic char-
acteristics of network, 
which reflect not the 
“unique” abnormalities 
of P2P botnets but the 
“common” abnormali-
ties of them.
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of its life cycle process are worth noticing:
(1) The number of UDP packets is detected 

sharply increasing, because the UDP flow is 
used to build and maintain the Command and 
Control mechanism of P2P botnet, such as 
publishing itself, keeping alive, peer discovery 
and so on.

(2) The bot randomly sends requests to con-
nect to other peers to bootstrap, which leads to 
a rarely seen amount of ICMP “destination un-
reachable” packets in regular circumstances.

(3) The number of SMTP packets is in a 
rising trend when botnets are spamming [5].

In conclusion, the botnet will make the 
number of IP packets increase, which leads to 
the change of the macroscopic characteristics 
of network traffic. DMFIF of the paper used 
the self-similarity and the local singularity to 
accurately describe the macroscopic charac-
teristics of network under the large time scale 
and the small time scale, and detect P2P botnet 
with the change of the above characteristics.

IV. THE DETECTION METHOD OF P2P 
BOTNET—DMFIF

4.1 Overview of DMFIF

The process of the detection method proposed 
in the paper is shown in Fig. 1. The detection 
method proposed in the paper focuses on the 
intrinsic characteristics of network, which 
reflects not the “unique” abnormalities of P2P 
botnet but the “common” abnormalities of 
them. It regards network traffic as the signal, 
and synthetically considers the characteristics 
of network under different time scales with 
the fractal theory, including the self-similarity 
and the local singularity, which don’t vary 
with the topology structures, the protocols 
and the attack types of P2P botnet. Firstly, the 
self-similarity and the local singularity are 
used to describe accurately the characteristics 
of network, and two detection results are ac-
quired by using the nonparametric CUSUM 
algorithm to detect the traffic abnormalities 
of the above characteristics, and the final de-
tection result is acquired by fusing the above 

of current botnet studies, the evolving trend of 
botnet, and some possible directions for future 
research about botnet.

In conclusion, there are some problems in 
the analysis and detection research of P2P bot-
net:

(1) Current studies mainly focus on certain 
or several “unique” abnormalities of P2P bot-
net. When a new type of P2P botnet emerges, 
these detection methods will no longer work.

DMFIF proposed in the paper focus on 
the intrinsic macroscopic characteristics of 
network traffic, which reflect the “common” 
abnormalities of P2P botnet. It regards the 
network traffic as the signal, and synthetically 
takes into account the characteristics of net-
work traffic under different time scales with 
the fractal theory, including the self-similarity 
and the local singularity, which don’t vary 
with the topology structures, the protocols and 
the attack types of P2P botnet. Therefore, DM-
FIF will be able to detect the new emerging 
P2P botnet, and shows higher extensibility.

(2) The side effect on detecting P2P botnet 
is not considered in most studies, which is 
generated by the web applications, especially 
the P2P applications. In essence, P2P botnet 
is a type of P2P network used to launch mali-
cious attacks by the botmaster, so the charac-
teristics of them are similar, which leads to a 
larger false positive rate of P2P botnet detec-
tion.

DMFIF uses the characteristics of TCP flow 
to overcome the problem.

(3) Some detection methods require large 
amount of historical data, and are not suitable 
for real-time detection.

DMFIF mainly focuses on the macroscopic 
characteristics of network traffic under the 
different time scales, and does not require too 
much prior knowledge, so that it meets the 
requirements of the real-time detection of P2P 
botnet.

III. ANALYSIS OF P2P BOTNET

Storm is a typical representative of P2P bot-
nets, and many unique network characteristics 



China Communications • February 2015 110

of IP packets increase, which leads to weaken 
the self-similarity of network traffi c and make 
Hurstt decrease, so the abnormalities can be 
discovered by detecting Hurstt. In order to im-
prove the sensitivity of the detection, Hurstt is 
input to the nonparametric CUSUM algorithm 
in order to rapidly detection the abnormalities 
of the self-similarity of network traffi c.

There are many Hurst exponent estima-
tion methods, and researchers found that R/S 
method is less affected by noise and other fac-
tors[22, 23]. In order to ensure real-time and 
further improve the estimation accuracy, R/S 
method was improved in the paper by bringing 
in the sliding window, shown in Fig. 2. Let W 
denote the length of the sliding window, the 
sliding window is moved forward by a certain 
step to calculate the new Hurst exponent after 
the current Hurst exponent is calculated by R/
S method. Let {X1,…,XW} denote the data of 

detection results with the Dempster-Shafer 
evidence theory.

Moreover, DMFIF uses the characteristics 
of the TCP flow to identify that whether the 
abnormalities of network traffi c are caused by 
P2P botnet or P2P application programs, so as 
to weaken the side effect on detecting P2P bot-
net which P2P application programs generate.

4.2 Fractal theory

Fractal refers to a rough or fragmented geo-
metric shape which is able to split into parts, 
each of which is (at least approximately) a 
reduced-size copy of the whole shape[14]. 
Network traffi c exhibits the characteristics of 
the signal, and it can be regarded as the signal. 
The studies showed that network traffi c exhib-
its an inherent characteristic[15-19]—fractal, 
including the self-similarity (Single fractal) 
under the large time scale and the local sin-
gularity (Multi-fractal) under the small time 
scale. As mentioned in Section III, the botnet 
will make the number of IP packets increase, 
which leads to the change of the self-similarity 
and the local singularity of network traffi c, so 
P2P botnet can be detected with the help of the 
above characteristics.

4.2.1 Self-similarity

Studies have demonstrated that the self-sim-
ilarity process is able to better describe the 
characteristics of network traffi c than the tra-
ditional short-term correlation model[20,21]. 
Self-similarity refers to that there is a certain 
degree of consistency between the local struc-
ture and the overall structure. Let X(t) denote 
a continuous-time random process, if equation 
(1) is established for all a> 0, then X(t) exhib-
its the self-similarity.

 X(at) = aH X(t) ∀a > 0 (1)
The “=” of (1) indicates that the variables 

on both sides of it are equal statistically, and 
the parameter H(0.5≤H<1) is referred to as the 
Hurst exponent. It is referred to as the index of 
long-range dependence, and indicates a time 
series with long-term positive autocorrelation.

Let t denote the current time, as mentioned 
in Section III, the botnet will make the number 

Fig.1  The process of DMFIF

Fig.2  The sliding window
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with the constant scale parameter under the 
large time scale, signals under the small time 
scale possess an irregular changing exponent, 
so these signals have been called multi-frac-
tal. Generally speaking, self-similarity focus 
on the global characteristics of a process, and 
the self-similarity describes how the whole 
process changes from one scale to another. In 
other word, it characterizes the characteristic 
of a process under the large time scale. On the 
contrary, multi-fractal cares more about the 
local singularity of a process, which means the 
characteristic of a process under the small time 
scale. Multi-fractal is the extension and refine-
ment of self-similarity, and is able to flexibly 
describe the irregular phenomenon under the 
local time scale that has little connection to the 
self-similarity of the network traffic under the 
large time scale.

Let X(t) denote a continuous-time random 
process, if equation (8) is established for all 
a> 0, then X(t) exhibits multi-fractal.

 X(at) = aH(t)X(t)∀a > 0  (8)
The “=” of (8) indicates that the variables 

on both sides of it are equal statistically, and 
the parameter H(t) is referred to as the Holder 
exponent. The degree of local singularity of X 
at a given point t can be characterized by its 
local Holder exponent H(t).

Let t denote the current time, as mentioned 
in Section III, the botnet will make the number 
of IP packets increase, which leads to strength-
en the local singularity of network traffic and 
make Holdert decrease, so the abnormalities 
can be discovered by detecting Holdert. In or-
der to improve the sensitivity of the detection, 
Holdert is input to the nonparametric CUSUM 
algorithm in order to rapidly detection the ab-
normalities of the local singularity of network 
traffic.

Let X(t) denote the total number of packets 
captured up to time t, X(0),…,X(t) are divided 
into many sub-interval, and the length of the 
sub-interval is d, so Holdert can be calculated 
as follows[25,26].

Holdert = lim
d→0

log
(∣∣∣∣X
(
t + d

2
)
− X
(
t − d

2
)∣∣∣∣
)

log (d)
 (9)

the sliding window, how to estimate the value 
of the Hurst exponent with the R/S method is 
described as follows.

The data of the sliding window are divid-
ed into many sub-windows, let m denote the 
length of the sub-window, then the number of 
the sub-window is d=W/m. For each sub-win-
dow, n=1,…, d:

(1) Calculate the mean En.

    En =
1
m
×

n×m∑

i=(n−1)×m+1

Xi  (2)

(2) Calculate the standard deviation Sn.

 S n =

√√
1
m
×

n×m∑

i=(n−1)×m+1

(Xi − En)2  (3)

(3) Calculate the range Rn.

Rn = max
1≤i≤m
{

i∑

j=1

(Yj,n − En)} −min
1≤i≤m
{

i∑

j=1

(Yj,n − En)}  (4)

Yj,n represents the value of the j-th element 
in the n-th sub-window.

(4) Calculate the mean of the Rn/Sn, for 
n=1,...,d

  (R/S )m =
1
d
×

d∑

n=1

(Rn/S n)  (5)

The relationship between (R/S)m and the 
length of sub-window m can be expressed as 
equation (6).

  (R/S)m=C×mH (6)
C is a constant, and the value of the param-

eter H is referred to as the Hurst exponent. 
Equation (6) is transformed as follows. If the 
log m is taken as the x-axis, the log(R/S)m is 
taken as the y-axis, and points are fitted to a 
straight line, the slope of the line gives the es-
timated value of the Hurst exponent.

 log(R/S)m=log C+H×log m (7)

4.2.2 Local singularity

For many non-uniform fractal processes, 
one dimension is not able to describe all the 
characteristics of it. After in-depth studies 
on TCP flow, Riedi et al.[24] found that the 
self-similarity is only one aspect of the fractal 
of network traffic under the large time scale. 
The network traffic exhibits self-similarity 
under the large time scale, but it behaves dif-
ferently under the small time scale. Compared 



China Communications • February 2015 112

generalization of the Bayesian theory of sub-
jective probability and it doesn’t require the 
priori probability and conditional probability, 
and it is able to reduce the hypothesis set by 
combining the evidences gradually.

In the paper the Dempster-Shafer evidence 
theory is used to fuse the above two detection 
results, which allows one to combine evi-
dences from different sources and arrive at a 
degree of belief that takes into account all the 
available evidences. Often used to fuse the in-
formation of sensor, the Dempster-Shafer evi-
dence theory is based on two ideas: obtaining 
degrees of belief for one question from sub-
jective probabilities for a related question, and 
Dempster’s rule for combining such degrees 
of belief when they are based on independent 
items of evidence.

Let U denote the universal set, which rep-
resents all possible values of a random vari-
able X, and the elements of U are inconsistent, 
then U is called the discernment frame. The 
power set 2U is the set of all subsets of U. In 
the paper, U is defined as U={normal, abnor-
mal}, and “normal” represents the captured 
network traffic is normal, and “abnormal” rep-
resents the captured network traffic exhibits 
abnormalities.

Let U denote the discernment frame, if a 
function m: 2U → [0, 1]  exhibits the two fol-
low properties:

(1) m(φ) = 0;  (12)

(2) 
∑
A⊂U

m(A) = 1; (13)

then m(A) is called the basic belief assign-
ment of the set A.

Let U denote the discernment frame, and 
the function m: 2U → [0, 1]  is the basic be-
lief assignment of U, if the function BEL: 
2U → [0, 1]  is defined as the sum of all the 
masses of subsets of the set of interest,

      BEL(A) =
∑
B⊂A

m(B) (∀A ⊂ U) (14)

then BEL is called the belief function. If BEL 
(A)>0, A is called the focus element of BEL.

The following problem is how to combine 
two independent sets of probability mass 
assignments. Different sources may express 
their beliefs over the frame in terms of belief 

Without loss of generality, if the number of 
the sub-interval is 2n, Holdert can be calculat-
ed as equation (10).

Holdert = lim
n→∞

log
(∣∣∣∣X
( i + 1

2n

)
− X
( i

2n

)∣∣∣∣
)

log
( 1

2n

)

= lim
n→∞


−

log
(∣∣∣∣X
( i + 1

2n

)
− X
( i

2n

)∣∣∣∣
)

n


i = 0, 1, ..., 2n − 1

 (10)

4.3 Nonparametric CUSUM 
algorithm

Non-parametric CUSUM (Cumulative Sum) 
algorithm is able to detect the changes of the 
mean of a statistical process[27,28]. It cumu-
lates the small offset so as to achieve the effect 
of amplifying the offset. And it is typically 
used for monitoring change detection, and it is 
a sequential analysis technique, and it satisfies 
the requirements of detecting P2P botnets.

The Hurst exponent Hurstt of the self-sim-
ilarity and the Holder exponent Holdert of the 
local singularity are separately input into CU-
SUM to detect the abnormalities. Let X={x1,…
,xn} denote the input of CUSU, the output of 
CUSUM is defined as follows.

f (X) =
{

1 X is abnormal
0 X is not abnormal  (11)

4.4 Dempster-shafer evidence 
theory

Since the characteristics of P2P botnet are 
complex and changeable, using a single net-
work characteristic to describe the details of 
the network changes to detect botnet can lead 
to high false negative rate and false positive 
rate, so the information fusion method of deci-
sion level is adopted to solve the problem.

There are many information fusion methods 
of decision level, include the Bayesian theory 
and the Dempster-Shafer evidence theory[29, 
30]. The Bayesian theory requires the priori 
probability and the conditional probability for 
each question of interest, and requires that all 
the hypotheses are mutually independent and 
that all the hypotheses construct a complete 
set. The Dempster-Shafer evidence theory is a 
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to fuse the above two detection results. The 
former is the parameter f(Hurstt), which is 
acquired by the self-similarity of network and 
the nonparametric CUSUM algorithm. The 
latter is the parameter f(Holdert), which is ac-
quired by the local singularity of network and 
the nonparametric CUSUM algorithm.

4.5 Identify the causes of 
abnormalities

In essence, P2P botnet is a type of P2P net-
work which is used to launch malicious 
attacks by the botmaster, so the flow char-
acteristics of them are very similar, which 
leads to a higher false positive rate of the P2P 
botnet detection. So the characteristics of the 
TCP fl ow are used to identify that whether the 
abnormalities of network traffic mentioned 
above are caused by the P2P botnet or the P2P 
application programs, so as to weaken the side 
effect on detecting the P2P botnet which the 
P2P application programs generate.

P2P application programs generally use the 
long TCP packets to transmit data, the length 
of which is longer than 1300 bytes. But the 
TCP packets of P2P botnet is generated by 
the “secondary injection” process, which is 
implemented in the way of transmitting or 
updating the load of bot nodes by the HTTP 
protocol and the data volume is small. So the 
proportions of the long TCP packets—PR is 
able to identify the causes of abnormalities of 
network traffic, the length of which is above 
1300 bytes, and the TCP packets belonging 
to the known application programs must be 
fi ltered. The smaller the parameter PR is, the 
more possibly the abnormalities of network 
traffi c mentioned above are caused by the P2P 
botnet. Let PKTi denote the TCP packet to be 
dealt with, the total number of the TCP pack-
ets is N, the number of the long TCP packets is 
NL, and the process is shown in Fig. 3.

The decision function is defi ned as follows.

 PA =
{

1 PR < TTCP

0 PR ≥ TTCP
 (17)

If PR<TTCP, the abnormalities of network 
traffic mentioned above are more possibly 

constraints, Dempster’s rule of combination 
is the best appropriate fusion operator, which 
derives common shared belief between multi-
ple sources and ignores all the confl icting be-
lief through a normalization factor. Let BEL1 
and BEL2 denote the two belief functions of 
U, the corresponding focus elements of them 
are A1,…,Ak and B1,…,Bk, the corresponding 
basic belief assignments are m1 and m2, and 
the combination of m1 and m2 is calculated as 
follows.

m(C) =



∑
i, j

Ai∩Bj=C

m1(Ai)m2(Bj)

1 − K1
∀C ⊂ U C � φ

0 C = φ
 (15)

where

         K1 =
∑
i, j

Ai∩Bj=φ

m1(Ai)m2(Bj) < 1  (16)

K1 is a measure of the amount of conflict 
between the two mass sets. If K1=1, m1 and m2 
are confl ict, and they are not able to be com-
bined. If K1≠1, m is the combination of m1 and 
m2.

The Dempster’s rule of combination is used 

Fig.3  The process of dealing with the TCP fl ow
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V. PERFORMANCE EVALUATION

5.1 Experiment environment

The experiment environment is built by the 
virtual machine technology and referred to 
Ref.[33]. Set up a number of virtual machines, 
and select a virtual machine to act as the rout-
er, which is called the monitor VM. And set up 
the packet analyzer Wireshark in the monitor 
VM.

The sample packets are captured by the 
monitor VM every 10 seconds. After running 
normally for a while, Storm bots are injected 
into some virtual machines.

5.2 Self-similarity experiment

The change of the Hurst exponent is observed 
in the experiment, which refl ects the self-sim-
ilarity of network traffic. In normal circum-
stances, the network traffic shows significant 
self-similarity, and the Hurst exponent will 
keep a relatively stable value interval, which 
ranges from 0.65 to 0.85. It may fl uctuate, but 
usually in a small range.

From Fig. 4, after the storm bots are inject-
ed to the network, the self-similarity of net-
work traffic became weaker and weaker, and 
the Hurst exponent started to decrease when 
t=400s, and even to 0.41 at the lowest point 
when t=460s. With bot nodes of P2P botnet 
are becoming more and more, a new “sick” 
self-similarity exists in the network traffic, 
which is actually abnormal in normal circum-

caused by P2P botnet. The threshold TTCP is 
dynamically adjusted with the Kaufman algo-
rithm [32].

4.6 Process of DMFIF

Let t denote the current time, the process of 
DMFIF is:

(1) Capture network data from monitoring 
device, and get the number of IP packets. 
Meantime, get PAt of TCP fl ow to identify that 
whether the abnormalities of network traffic 
are caused by P2P botnet or P2P application 
programs, so as to weaken the side effect on 
detecting the P2P botnet which the P2P appli-
cation programs generate.

(2) Detect the abnormities of traffic flow 
under different time scale with the fractal the-
ory.

① Detect the abnormities of traffic flow 
under the large time scale

Calculate the Hurst exponent with the meth-
od based on the sliding window, and then get 
the parameter Hustt to describe the self-sim-
ilarity of network traffi c under the large time 
scale, and fi nally get the output f(Hustt) after 
input Hustt into the nonparametric CUSUM 
algorithm.

② Detect the abnormities of traffic flow 
under the small time scale

Calculate the Holdert exponent to describe 
the local singularity of network traffic under 
the small time scale, and get the output f(Hold-
ert) after input Holdert into the nonparametric 
CUSUM algorithm.

(3) Get the fused detection result PFt with 
the Dempster-Shafer evidence theory.

(4) Synthesize the outputs and make the de-
cision. The decision method is

 
Rt = αt × PFt + βt × PAt

αt + βt = 1
 (18)

Where α t and β t are the weight values 
generated by the Exponential Weighted Mov-
ing Average algorithm. If R≥T, it is judged 
abnormal, and considers that botnet exists, 
otherwise not. The threshold T is dynamically 
adjusted with the Kaufman algorithm[32] to 
overcome the different network situations.

Fig.4  The Hurst exponent
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5.4 False-positive and false-negative 
comparison experiment

Without loss of generality, 4 groups of data 
are selected to compare the false negative 
and false positive rate of DMFIF with other 
detection methods, which are using different 
combination of protocols and net flow rates, 
especially the variation of flow intensity in 
P2P applications. The first 2 samples are in 
the environment without bots, the last 2 sam-
ples are collected when bots are injected, and 
the 2nd and 4th samples contain a number of 
packets from P2P application programs and 
other web application programs.

From Table I, the detecting precision of our 
DMFIF is desirable, as its false-positive and 
false-negative rate in Sample 1 and Sample 
3 (network traffic without P2P applications) 
are approximating to the real situation. In 
Sample 2 and Sample 4, the P2P applications 
are added such that the network background 
fl ow consists of a large amount of P2P proto-
cols packets. In this case, all detection meth-
ods show error reports. However, DMFIF, 
equipped with TCP deep packet inflection 
functions, can identify that whether the abnor-
malities of network traffic mentioned above 
are caused by the P2P botnet or the P2P ap-
plication programs, so as to weaken the side 
effect on detecting P2P botnet which P2P 
application programs generate. Even under the 
extreme condition of Sample 4, DMFIF per-
forms well in a relatively lowest false-positive 
and false-negative rate. Only use the self-sim-
ilarity under the large time scale and only use 
the local singularity under the small time scale 
lead to the higher false negative and false pos-
itive rate. Because the characteristics of P2P 
botnet are complex and changeable, using a 
single network characteristic to describe the 
details of the network changes to detect botnet 
is not enough. So in the detection method of 
DMFIF, the information fusion theory of de-
cision level is adopted to solve the problem. 
The “1543(796)” of Table I represents that 
the detection method of DMFIF detects 1543 
times of attack in total and 796 times of them 

stances.

5.3 Local singularity experiment

The change of the Holder exponent is ob-
served in the experiment, which reflects the 
local singularity of network traffi c. In normal 
circumstances, the network traffic shows the 
significant local singularity, and the Holder 
exponent will keep a relatively stable value 
interval.

From Fig. 5, after the storm bots are inject-
ed to the network, the local singularity of net-
work traffi c became stronger and stronger, and 
the Holder exponent started to decrease when 
t=350s.

The Holder exponent is more sensitive than 
the Hurst exponent, but will lead to the higher 
false positive rate. The self-similarity refl ects 
the long-range dependence of the network 
traffic, and it will change after data accumu-
lated for a period of time since the outbreak 
of the botnet. The local singularity refl ects the 
irregular over the small time scale, and it will 
change shortly after the outbreak of the botnet.

Table I  False-positive and False-negative

Detection 
Results

Detection Methods

Real
Only use the self-similarity 
under the large time scale

Only use the local sin-
gularity under the small 

time scale
DMFIF

1 0 15 19 11

2 0 41 49 23

3 1000 729 893 882

4 1000 1543(796) 1696(815) 1021(783)

 Fig.5 The Holder exponent
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are correct.

VI. CONCLUSIONS

How to detect P2P botnet quickly and effi-
ciently is a challenging problem. In this paper, 
we propose a novel real-time detection method 
(DMFIF) based on the fractal and informa-
tion fusion theory. It synthetically considered 
the characteristics of network under different 
time scales with the fractal theory, including 
the self-similarity and the local singularity, 
which reflect the intrinsic characteristics of 
network and don’t vary with the topology 
structures, the protocols and the attack types 
of P2P botnet. Therefore, DMFIF will be able 
to detect the new emerging P2P botnet. Firstly, 
the self-similarity and the local singularity 
are utilized to describe the characteristics of 
network. Secondly, two detection results are 
acquired by using the nonparametric CUSUM 
algorithm to detect the traffic abnormalities of 
the above characteristics. Finally, the final de-
tection result is acquired by fusing the above 
two detection results with the Dempster-Sha-
fer evidence theory. Furthermore, the charac-
teristics of the TCP flow are utilized to weak-
en the side effect on detecting the P2P botnet 
which the web application programs generat-
ed, especially the P2P application programs. 
The experiments show that the method is able 
to detect the new P2P botnet with a relatively 
lower false-positive and false-negative rate.

The future work is about how to describe 
the characteristics more accurately and how to 
further weaken the side effect on detecting the 
P2P botnet which P2P application programs 
generate.
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