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Abstract Information system is often under various attacks and threats because of its vulnerabilities emerged in recent
years and untimely installation of patches. This paper addresses some of the existing problems in patch management and
proposes a patch distribution and management system. This system has good controllability, provides applicability test of
patches, and supports various network expansions. The experiments indicate that this system can track patch-update timely,
implement effective deployments, and ensure patches installed timely and effectively.
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(Clientpatchdown) (Systeminfo)
(Patchdistribute)
(Errorinfo) (Patchinfo)
1
Patch-id Patch-id
Device-id —— Device-id Device-id Error-id Patch-md5
Patchcode | | Class-id Policyid | ™ Devieeid | | Publisher
) Down-time Device-code Police-name Error-time Patch-url
winpcap | Office-name Run-time Eror-type | | ......
(Clientpatchdown) L | [ | Lo (Patchinfo)
(Systeminfo) (Patchdistribute) ~ (Errorinfo)
1
typedef struct issue info {
short no //
short user id //
SQL Server short policy id //

time t time //
char issue info[4] //

} issue info
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